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We are the largest anti-fraud organization and premier provider of anti-fraud training and
education. The ACFE is the
world's largest
anti-fraud
organization and
premier provider of
anti-fraud training
and education.
Together with more

than 50,000

Certified Fraud Examiner (CFE) Membership is open to associate members who are
interested in taking their career to the next level by earning the standard of professional
excellence in the anti-fraud profession. The CFE credential is increasingly being designated
as a preferred credential in the hiring practices of businesses, government entities and law
enforcement agencies.
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Lessen Risk of Payment Fraud

‘It's a fine line between legitimate payments and fraud. The possibility always exists that
customers are not who or what they seem. Questioning an actual, loyal customer could, in
some instances, hurt a company's reputation and coffers more than the loss of a missing
payment’ (Johnson 2011).

‘This dilemma is a daily one for Colleen Lindow, a senior director overseeing transaction risk at
PayPal. Lindow says her biggest challenge is balancing customers' experiences with mitigating
the online-payment company's risk of fraud. "It's important that when customers try to pay
that they can,"” she believed. If the risk-management processes and tools she uses backfires and
a real customer is unable to use PayPal, she may get a call from senior managers asking what
went wrong’ (Johnson 2011).

‘At the same time, companies struggle to know with certainty if they made a correct decision by
shutting someone out of their payment system. "It's a difficult thing to deal with because it can
be hard to draw the conclusion of whether you turned away a good customer or not," says Don
Bush, marketing director at Kount, a risk-management company. Kount's technology helps
uncover the mystery of whether a customer is who he says he is by looking at more than 200
variables during a transaction to assign that customer a risk score. For example, the risk score
would go up if the customer claims he's from Chicago but has logged in from Vietnam. The
merchant using Kount's tool may automatically decline the transaction (say, if it refuses to
accept any business from a certain region) or bring in a sales representative at a certain point to
decide whether the deal should move forward’ (Johnson 2011).

‘Only a small percentage of transactions are suspect, according to Kount, but the prospect of
getting hit by fraudsters places a heavy burden on the executives who manage risks at their
companies. Transactions between companies and their customers - whether they be individuals
or businesses - rely on some trust that the checks, credit cards, and bank transfers used to pay
for services and products are legit. And every once in a while, they are not, and the seller ends
up with an empty deposit or a fake check - or worse, a compromised bank account. In a report
released earlier this year, the AFP found that 71% of organizations experienced either
attempted or successful payment frauds in 2010’ (Johnson 2011).

‘Fraud-prevention software and authentication processes can help stop fraud from occurring, of
course, but too many safeguards can also turn off actual customers. For example, a merchant
may ask consumers to enter a password that their credit-card company will verify, an extra step
that may make the consumer balk. "Merchants report increased abandonment when they
implement these schemes, particularly for lower-value transactions," says Gabriel Hopkins,
head of e-commerce products at payment processor WorldPay’ (Johnson 2011).

PayPal have created their solutions, and others use products like WorldPay's or Kount's
that rely on automating processes for detecting and preventing fraud. These products have
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their limits. To improve companies' ability to mitigate the risk of payment fraud, unusual tips
that rely on a human element are provided by Johnson (2011) as follows:

Establish a risk culture. Extend the task of stemming fraud risk beyond the company's pure risk-
management and finance functions. Educate and reward all employees about fraud trends, red
flags, and security measures. The company should simulate training competitions for detecting
fraud and a card for employees that includes phone numbers for whistle blowing.

Keep track of all bank accounts. Protect all your bank accounts no matter how trivial.
Fraudsters are increasingly trying to make electronic transactions through the Automated
Clearing House (ACH) network by stealing credentials from unprotected bank accounts to
appear legitimate.

Look tough. Let it be known that when a suspected fraud occurs, your company will quickly
contact local authorities and federal agencies. Also consider adding former law-enforcement
officials to your risk-management staff. The company can gain from their expertise and the
perception that it may have inside information.

Reference

Johnson, S. (2011). Fighting fraud is still personal. CFO. 11 Nov 2011.
http://www3.cfo.com/article/2011/11/fraud fighting-payments-fraud-afp

Bogus Degrees From Legitimate Institution

The future of the University of Wales had come into question following Welsh government
proposals to rationalise the structure of higher education in Wales. It was compounded by
scandals involving courses validated by the University of Wales at outside bodies in the UK and
overseas (BBC News Wales 2011).

An investigation by BBC Wales' Week In Week Out programme in October found overseas
students were being made offers to cheat their way to UoW-validated degrees and UK graduate
work visas. And last year BBC Wales revealed Fazley Yaakob, a pop star with two bogus degrees,
was running a college offering UoW courses in Malaysia (BBC News Wales 2011).

It led to a damning report from the higher education watchdog, the QAA, which found serious
shortcomings in the way the university collaborates with colleges around the world (BBC New
Wales 2011).

Reference
BBC News Wales (2011). Warning not to strip University of Wales assets. BBC. 12 Nov 2011.
http://www.bbc.co.uk/news/uk-wales-15689167
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Educational Scams Closer to Home

The education fraud by some private colleges involves enrolling foreign students and promising
them a degree or diploma from a Western university, though there is either no agreement with
that university or it has been terminated because poor performance at the Malaysian end. In
most cases the fees paid by the students are not refunded and the student is denied the
promised diploma or degree.

Ashraf Zaki of Pakistan came to Malaysia in 2000 with a two-year diploma in information
technology (IT) to enroll in a graduate course. He deposited part of his RM14,000 (USS$3,700)
fees in advance but was told a few months later that the college had not received a permit from
the government to run the college. Now the college refuses to refund his fees. So far Zaki has
spent more than RM30,400, including his airfare, his stay in Kuala Lumpur and the college fees -
nearly half a million Pakistani rupees. He is now running from pillar to post to get at least part
of his money refunded. Under the terms of his student visa, he is not allowed to earn money in
Malaysia, nor does he dare lodge a complaint, as the head of the institute in question has
political clout (Bhattacharjee 2003).

A practice that is all too commonly played out in colleges that ask for upfront monies but do
not have evidence of ever trying to complete the program save asking by college administrators
for more monies by installments. One sticking point is that the candidate may not have a
chance to graduate on the course at all. He may go to a consumer tribunal only to be told that
the defendant is a well known politician who has influence within the judiciary system.
Programs be it undergraduate right up to doctoral programs are open to scrutiny for being
mismanaged. At the end of the day, both the local provider and the Western partner may find
that their brand may have lost profitability and reputation resulting in the closure of the college
to the detriment of the students whom are left none the more poorer and with no legal
recourse.

Government sources admit that strong steps are needed against some private colleges. Few
students accept this explanation, feeling that within a highly controlled education regime it
would be impossible to continue this kind of fraud without government knowledge
(Bhattacharjee 2003) .

Nearly a thousand foreign students had been affected, 60 in a single institute teaching IT,
before the Education Ministry closed a large number of private colleges to stop malpractices
involving foreign students. The closure of the private institutes left the students without
diplomas and with depleted purses. The chance of refund on appeal is remote. Said a student
from Angola, "It looks like apart from paying our fees and other expenses we may have to pay
for risk insurance so that we are not swindled" (Bhattacharjee 2003).

True, this is not a universal phenomenon, but private colleges in Malaysia have earned the
country a bad name. The federal government canceled more than 200 educational licenses
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issued to private colleges last year after a strong warning, but malpractice continues.

Now Malaysia wants to become an educational hub, with its private colleges signing new
collaboration agreements with some elite institutes overseas, mostly from the West. The idea is
to offer foreign diplomas offering academic curricula of the Western universities at a lower cost
than Singapore and Australia (Bhattacharjee 2003).

Malaysia projects earnings of RM500 million annually through increased enrollment of foreign
students from the current 36,000 to 50,000. Last year Malaysia had students from 36 countries
of which the largest number was from Islamic countries in Africa, Asia and the Middle East. It
appears Malaysia's private colleges will have to be more result-oriented besides approaching a
new set of universities and institutions in the West to use their educational curricula and brand
names while maintaining standards, which are coming under scrutiny, as quite a few
agreements have been terminated (Bhattacharjee 2003).

Another issue, perhaps the most important, involves the issuing of visas to visiting professors.
Often there is a long waiting period. Many foreign universities, confides a European diplomat,
feel that their standard of education is likely to be compromised along with their brand name if
their faculty members are not in Malaysia to supervise standards. Students are also unhappy
that they are not issued visas for the duration of their course but have to renew them every
year, paying not only high visa fees but service charges to the college responsible for renewing
the visas (Bhattacharjee 2003).

Malaysia's efforts to woo Wharton Business School from Singapore and the Kellogg School from
Thailand to Malaysia have failed so far. The principal attraction to study in Malaysia is the low
cost compared with Singapore and Australia. But the many students who have suffered will be
bad publicity working against getting new students from those countries (Bhattacharjee 2003).

The Malaysian government has taken a serious view of the lapses by private colleges, but it is
yet to put its other acts together to make Malaysia a better place for foreign students, including
stopping harassment by the police in the name of checking visas, seeing that faculty members
conduct their classes regularly, and passing the promised legislation to spare non-Muslim
students from the mandatory religious classes (Bhattacharjee 2003).
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